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Conserving Landscapes & Cultivating Mindscapes
for Health, Safety and Sustainable Environment

Subject/Focus:
Be Aware or BEWARE of MS-Windows Malware

Objective/Vision:
Summarize Top-10 TIPS, Tricks and traps to avoid ...

Present/Situation:
Cumulative effect of operator errors & omissions cause avoidable disruptions

Proposed/Solution:
[A] Continuity Concerns
Data backups Offsite/Power surge protection
Uninterruptible Power Supply (UPS)
[B] Change Control (Updates)
Application and device driver updates
Microsoft Windows Update (Automatic)
[C] Configuration Management
Anti-Malware & Firewall (7rend Micro TIS)
Hard Disk Defragmentation (Diskeeper)
[D] Workflow Disruption Mitigation
Independent risk reduction review (uni computers)
Semi-annual tune-ups: See uni computers handouts (3)
[E] Information Integrity Assurance (IIA from DoD WWMCCS)
Correct? / Complete? / Current? / Consistent?

Advantages/Benefits (5):
Recycles ACCTTS CyberCrime Fighter Forum & HICSS-34 thinkLets (1971-2001)

Disadvantages/Hassles (3):
Action/Next Steps:
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e Expands on anti-cybercrime team tutoring services guidelines ...
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6 Ways to Protect Your Mobile Data

>

usaa.socialtwist.com

Your life is on that smartphone and tablet. So, how do you keep your finances and identity safe?
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Stand Guard Against Identity Theft
4.9 ¥ (8 Reviews)

Learn how you can minimize your risk of being the next identity theft victim
and how to defend yourself if it happens to you.
Identity Theft Assistance Center has USAA Members' Backs
USAA is committed to protecting our members from identity theft.
A Case of Stolen Identity
U.S. Army Major, Nevins Parkinson protects our country,
but not even he could protect his identity from thieves.
Identity Theft: Should You Pay for Protection?
Consider the facts before buying a service to help fight fraud.

Fraud Scam Preys on Military Spouses
The American Red Cross is warning military spouses about an identity-theft scam that targets
family members of deployed troops.
5 Tools to Help Protect Your Identity Online
These five tools, available on usaa.com, will help lock the door to identity thieves.
7 Weapons to Defend Against Identity Thieves
Taking steps to protect yourself is not complicated.
6 Ways to Protect Your Mobile Data and Yourself

4,5 ¥ (13 Reviews)

Your life is on that smartphone and tablet.
So, how do you keep your finances and identity safe?

Guard Against Internet Security Fraud Now
Gary McAlum, USAA
How | Did It: Survived |.D. Theft ... 6 Times
Here is what Stacy Cowley learned from her misfortune.
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